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Problem/Motivation

Healthcare cybersecurity challenges: ransomware and
device vulnerabilities

Personal experience at a cancer-focused biotech firm
highlights data criticality

Vulnerability of medical institutions underscores the
urgent need for robust cybersecurity.

The impact on patient care, privacy, and trust due to
evolving cyber threats




02

Hypothesis

complexity

Cybersecurity
TS capabilities at
Cybersecurity capability hospital Cybersecurity capability
development at hospital erosion at hospital

B1

Cybersecurity Cybersecurity

capability q
development level at hospital
5
Efforts to fill out B
the gaps

Vulnerabilities at
hospital
Cybersecurity

Need for stronger ¥
capabilities

Res

availa

Successful cyber
. criminals’ activities
+ o Desired level of
capabilities
.
level of

3
Pressures to have +

capabilities
be stronger capabilities

Ransomware and Device Vulnerabilities in Healthcare




Hypothesis

Comparative analysis of existing healthcare cybersecurity frameworks.

*

Development and implementation of a comprehensive medical
device security structure.

Regular vulnerability assessments to expose strengths and
WEEIGESSEY

Aim for a 15% increase in the security resilience of medical institutions
and devices.
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Related Research

Overview of cyber threats in healthcare: emphasis on the high value of
medical data.

Importance of the System Dynamics Model in reducing successful
cybercriminal activity.

Impact of remote work on healthcare cybersecurity and documented cyber
attacks during COVID-19.

Global growth of cyberattacks on healthcare: urgency for robust security
measures.

The resource imbalance and the need for ongoing cybersecurity training in
healthcare.
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Implementation

Methodology for empirical studies and vulnerability
assessments.

Analytical supported analysis of the current issue domain
(Section I1).

All-encompassing framework for device security outlined in
Section VI.



Implementation

Challenges of diverse IT infrastructure, evolving attack
methods, and legal limitations.

Acknowledgment of natural constraints like resistance to
change in healthcare institutions.

Detailed insights into the research process, emphasizing
practical approaches.



Like other sectors, the healthcare sector faces disruption from technology
modernization trends. However, the sector is also poised to reap the rewards
of successful digitization and IT upgrades.

Minimized security E@
breaches and cyber theft

Lower healthcare costs

° ® = _
Reduced inefficiencies Better quality of care
and health outcomes

Improved healthcare 7]
access

Personalized medicine
for patients

Better IT network
performance

Sources: HealthTechZone.com, HITInfrastructure, Keysight Technologies
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Findings

Evidence from studies: healthcare industry caught between
funding restraints and cybersecurity.

Stats from past decade's cyber incidents emphasize the
urgency for dependable solutions.

Proposed solution of a proactive medical device security
framework finds strong backing.




Companies Spending on
Cybersecurity?

ﬁ On average, healthcare organizations spend
13.3% of their IT budget on cybersecurity.

(m That’s over one-third higher than the average
ex = IT budget spend of 9.9% across all industries.
St e p S From 2023 to 2032, the healthcare

cybersecurity market is expected to swell...

f Healthcare The market value
e Cybersecurity will is projected to
grow 18.5% reach $92 billion
* 2 e year-on-year. by 2032.
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Next Steps

"

Exploration of innovative
approaches and emerging
technologies.

Addressing ongoing needs for
cybersecurity training and advanced
security tools.

Collaborative efforts to establish
industry-wide cybersecurity
standardes.

Extending research to include
specific case studies and real-world
implementations.

Partnerships with healthcare
institutions for practical testing and
refinement of proposed solutions.

*



Functions of a cybersecurity
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— Conclusion I

Recap of Research

® |nternal stakeholder alignment issues

exacerbate the challenge, making it difficult to

strike a balance between IT needs and security
imperatives.

® The dynamic culture of healthcare institutions,
coupled with the use of diverse devices, adds
complexity to cybersecurity efforts.
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Conclusion

Proactive Approach
and Industry
Resistance:

° Proposed solution advocates a proactive °
medical device security framework,
deviating from reactive fixes commonly
seen in the healthcare sector.
° Industry resistance to change necessitates °
not just patching up after an attack but
staying ahead of the game in the
often-change-resistant healthcare
environment.

Challenges and
Urgency:

Healthcare industry faces a critical
juncture balancing funding constraints
and the pressing need for robust
cybersecurity.

The era of remote work and the aftermath
of the COVID-19 pandemic intensify
vulnerabilities, exposing gaps in
technological literacy and security
measures.
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